I N T R O D U C T I O N
In recent years, data leaks from tax havens, including the Panama papers and the Paradise papers, have suggested that the problem of offshore tax evasion and aggressive international tax avoidance, along with the related revenue losses, may be more serious than previously suspected. 1 At the same time, technology trends-ongoing digitization and the rise of big data, data analytics, and artificial intelligence (AI)have facilitated government efforts to share and analyze "bulk" taxpayer information across borders. Beginning with the 2010 passage by the US Congress of the Foreign Account Tax Compliance Act (FATCA), governments are increasingly participating in the bulk transfers of tax and financial information across borders. More recently, global agreements contemplate the automatic exchange-through the Organisation for Economic Co-operation and Development /Group of Twenty (OECD/G20) common reporting standard (CRS) and country-by-country reporting (CBCR)-of financial account information and of detailed tax and other financial information regarding a multinational company's activities in every country where it operates. These processes (sometimes referred to as the "exchange of information" [EOI]), which now involve cross-border big data flows, pose a challenge to traditional legal protections for taxpayers' privacy, confidentiality, and other rights. The policy challenge is important: tax and financial information is among the most sensitive and personal information that one can collect on individuals and business entities such as corporations. Yet it remains unclear whether the legal framework that is emerging to protect these taxpayer rights is sufficient. In this paper, I connect several broad topics in order to demonstrate that taxpayers should be viewed as "data subjects" governed by proactive data protection laws and policies (including fair information practices). Building on the views of Tim Edgar, who emphasized that government coordination can improve the efficiency of outcomes, I review some ways in which governments could cooperate to create a more effective regime for the cross-border exchange of tax information. 2 This paper comprises three parts. In the first part, which follows this introduction, I provide context, discussing the technological and political trends that are encouraging the automatic exchange of "big tax data." In the second part, I discuss the need to protect taxpayers' liberty, privacy, and confidentiality, and I show how the current legal regime governing these interests suffers from a number of drawbacks, including the legal gaps created when different bilateral or regional agreements offer inconsistent and, at times, inferior legal protections. In the paper's last section, I review the elements that would be included in an optimal regime for promoting efficient and fair EOI: a multilateral taxpayer bill of rights, a cross-border withholding tax in lieu of information transfer, and a global financial registry.
CO N T E X T: T H E P U S H FO R AU TO M AT I C E XC H A N G E O F IN FO R M AT I O N
Taxpayers may currently be increasing their use of tax havens in order to evade taxes, launder drug money, or finance terrorist activities. According to some estimates, US residents are evading between $40 and $100 billion each year through the use of tax havens. 3 A wide range of estimates exist regarding the total amounts maintained in the world's tax havens; studies suggest that these havens may hold between $5 and $38 trillion in undisclosed financial assets. 4 A common problem for governments is the significant difficulty of identifying how much of their residents' (2019) 67:4 taxable income is generated within foreign countries. To address this problem, governments enter into agreements to collect and share tax information with each other via EOI. In what follows, I describe how technological and political trends are encouraging the use of automatic EOI in order to curb the revenue losses associated with offshore tax evasion and aggressive international tax avoidance.
Technological Trends Moving from Analogue to Digital Technologies
Developments in technology-in particular, big data, data analytics, and artificial intelligence (AI)-have provided new tools to tax authorities, enabling them to collect and share detailed tax and financial information at an unprecedented scale and speed. Methods of tax collection have evolved in parallel with the technological change; in the 1960s, paper-based analogue systems began evolving into digital ones. 5 Apprehensions about the interaction between technology and taxpayer privacy have existed for some time. In the 1970s, concerns arose about the use of electronic records; in the 1980s, about the movement from analogue to digital storage; in the 1990s, about online return filing and software audits; and, more recently, about the collection of taxpayer information in order to tax global digital goods and services.
Once converted into a digital format, tax records share the same attributes as any other "information good"; the fixed cost of amassing the information in the first place may be high, but the marginal cost of replicating and distributing it approaches zero. 6 At one time, tax authorities stored tax returns and other paper records in dusty cabinets where they were often difficult to access and mail to other domestic agencies (let alone to a foreign tax authority). Now, a tax authority can, at virtually no cost, (1) design software to automatically access a taxpayer's detailed personal information, (2) cross-index this information against other government and private sector records, and (3) copy and transmit the information across borders.
These developments have enabled governments to share ever greater amounts of tax information with each other in order to help enforce their residence-based tax regimes. This cross-border sharing began to gather real steam in the 1990s. In 1997, for example, under the US Internal Revenue Code's (IRC's) qualified intermediary program, 7 Canada and the United States began exchanging bulk taxpayer data regarding interest income on bank deposits earned by residents of either country. As disclosed under access-to-information requests, the Canadian government transfers roughly 1 million information slips and records to the United States each sharing tax information in the 21st century n 1183
year. 8 In 2014, Canada agreed to transfer to the Internal Revenue Service (IRS), via FATCA (discussed below), bulk taxpayer data on "US persons" that have Canadian bank accounts. In the two years following this agreement, the amount of transferred information grew by almost 100 percent (from roughly 150,000 information slips and records to roughly 300,000 information slips and records).
Big Data, Data Analytics, and Recent Technology Trends
Most recently, the combination of three related technology developments has enabled governments to contemplate exchanging and analyzing taxpayers' personal information at levels previously unheard of. 9 In the first development, governments increasingly amass big data concerning their taxpayers' activities. Three features are sometimes seen as defining big data: (1) the data set is large and diverse;
(2) the information is generated on a "flow" or ongoing basis (rather than as a static data set); and (3) the data are capable of being subjected to analytics. Data analytics, the second technological development, involves using the computer analysis of big data to reveal patterns or other information that is useful to governments (or other parties). 10 Data analytics provides insights by combining data points in order to reveal new information or connections among these data points that would otherwise be obscure to the human mind.
The third development involves AI, machine learning, and blockchain. By AI, I simply mean very powerful computers that are capable of processing and storing (including via the Cloud) 11 large amounts of data. (I do not mean sentient machines that will one day overthrow their human masters.) Machine learning allows tax authorities to craft their own algorithms more effectively in order to detect risks of taxpayer non-compliance. (The software, by examining its own track record of success or failure, will over time improve its ability to detect non-compliance.) A debate is currently underway concerning the implications of such algorithms, which may have biases (regarding race and gender, for example) built into their coding. 12 Blockchain, the other component of this development, provides a distributed digital ledger, and it enables the registration, storing, and sharing of unprecedentedly large amounts of taxpayer information. It also offers the possibility that taxpayers can register and verify the accuracy of their own stored personal tax information. (2019) 67:4
Although it is clear that bulk taxpayer information is increasingly being exchanged across borders, it is less clear whether tax authorities have yet harnessed the technologies involved in AI, machine learning, and blockchain. At the domestic level, there are ever more examples of big data and data analytics being used. For instance, a number of US state governments analyze large amounts of data in order to determine whether taxpayers have filed tax returns to generate fraudulent refunds. State tax authorities cross-reference a taxpayer's refund request against billions of records from public and commercial databases in order to catch the tax cheats. In 2010, for example, the New York Department of Taxation and Finance decreased revenue losses by $1.2 billion through this approach. 13 More recently, the Canada Revenue Agency (CRA) introduced a big data program that examines data sources related to a Canadian taxpayer's global income in order to determine whether the taxpayer is complying with tax law.
A barrier to enhanced EOI is the concern that new technologies, which enable the mass storage and transmission of detailed taxpayer information, will violate privacy laws, policies, and interests.
Political Trends
In what follows, I briefly examine how the revelations from tax haven data leaks, along with OECD and G20 reforms, have encouraged governments to adopt enhanced cross-border tax information exchanges.
Tax Haven Data Leaks
Governments and non-governmental groups have long worried about the role of tax havens within the international tax regime. On the one hand, governments seem to embrace these tax havens: some tax laws explicitly encourage their use. 14 Similarly, the business communities in many countries have long advocated for the use of tax havens and other low-tax jurisdictions in order to promote the tax competitiveness of resident companies relative to companies that are based in countries that offer tax breaks when their companies "go global." On the other hand, governments worry that the use of tax havens may be leading to significant revenue losses. Moreover, tax havens can be used by criminals to facilitate global financial crimes such as offshore tax evasion, international money laundering, and, potentially, terrorist financing.
Public engagement with the issue of offshore tax evasion has been sparked by recent data leaks from tax havens. 15 Earlier leaks from Lichtenstein and Switzerland sharing tax information in the 21st century n 1185 involved bank employees who stole account information and provided it to authorities. Much larger data leaks ensued, involving millions of stolen documents. Beginning in 2013, the International Consortium of Investigative Journalists (ICIJ), a journalist organization based in Washington, DC, revealed a series of data leaks, including (1) the 2013 leak of over 2.5 million documents from Cook Islands, Singapore, BVI, Caymans; (2) the 2016 "Panama papers" leak of over 11 million documents; (3) the 2016 Bahamas leak of over 1.5 million documents; and (4) the 2017 Paradise papers leak (Bermuda) of over 13.4 million documents. 16 In some countries, these leaks heightened public anxiety that global financial opacity-that is, the inability of governments to access information on the behaviour of taxpayers-may be contributing to income inequality by allowing criminals and high-income taxpayers to move and hide monies offshore. 17 Tax scholarship recognizes the importance of the less tangible cultural and social influences in promoting taxpayer compliance. These influences, which are sometimes referred to, collectively, as "taxpayer morale," include whether a taxpayer feels patriotic toward his or her country and whether the taxpayer thinks that he or she is getting a more or less fair return on a tax payment. The tax policy concern, with respect to financial opacity, is that average taxpayers will become less compliant over time if they feel that multinational corporations are not paying their fair share of taxes or that high-net-worth taxpayers are greatly reducing their legal tax payments and getting away with it.
Most sensationally, the recent leaks have provided evidence of global financial crimes, such as offshore tax evasion and international money laundering. The leaks have also highlighted how trillions of dollars flow from developing or middleincome countries to wealthier (mainly OECD) states. In some cases, this capital flight is contributing to human rights violations, as assets or profits are shifted offshore and ordinary citizens are left with far fewer resources.
The leaks have also revealed details concerning how multinational firms engage in aggressive tax planning. For instance, LuxLeaks showed how the Luxembourgian government provides such firms with private advance tax rulings so that they can reduce their global tax liabilities. 18 Google, Apple, and other large multinational firms were identified in the leaks as having deployed corporate subsidiaries in tax havens in order to (legally) reduce their global tax liabilities. In addition, the leaks have given rise to concerns among multinational taxpayers that adverse media cov-(2019) 67:4 international tax planning could attract negative media coverage down the road and lead to reputational damage.
Perhaps most importantly, the leaks placed political pressure on governments to take steps to curb areas of alleged abuse. In particular, the leaks encouraged global cooperation in the CRS (discussed below).
The EOI Reforms and Privacy Protections
In this section, I briefly outline three recent EOI initiatives: FATCA, the CRS, and CBCR.
All US citizens and residents must pay US taxes on their worldwide income. 19 US policy makers worry that many of these individuals fail to report this income, resulting in revenue losses to the government of billions of dollars each year. 20 Accordingly, the FATCA legislation was passed in 2010, with a view to raising revenues by taxing the undisclosed offshore income of US citizens and others. 21 Many foreign governments complied, agreeing to enter into an intergovernmental agreement (IGA) with the US government to implement FATCA: under the general approach, tax authorities amass financial account information collected by banks, and then transfer this information to the IRS.
Partly as a result of FATCA, the G20 and OECD endorsed the CRS as the global standard. 22 A related multilateral agreement contemplates the automatic sharing of bulk taxpayer information across borders. 23 Under this approach, a participating country such as Singapore is supposed to pass laws that mandate (1) the automatic collection by banks of foreign investors' account information and (2) the transference of this information to the Singaporean government and, subsequently, to other participating countries.
In 2013, the OECD also began an ambitious plan to counter base erosion and profit shifting (BEPS) by multinational firms. BEPS sharing tax information in the 21st century n 1187 tax-avoidance plans that firms adopt in order to legally reduce their global tax liabilities, often by shifting paper profits to tax havens. After two years of reform efforts, the OECD produced its final recommendations, including a recommendation that all participating countries adopt CBCR. 24 Under CBCR, multinational firms for the first time need to disclose their tax and other payments to their domestic tax authority and to the foreign tax authorities in every country where these firms operate. 25 CBCR applies only to very large multinational firms with annual consolidated group revenues that exceed €750 million (that is, roughly US $850 million). Unlike the FATCA and CRS initiatives, which try to reveal hidden bank accounts in order to combat offshore tax evasion, CBCR aims to help governments identify risks of aggressive international tax avoidance for possible auditing.
Summary
New initiatives-most prominently FATCA, CRS, and CBCR-contemplate the exchange of bulk (or big data) tax and financial information on an automated basis. The exchanges are facilitated by technology changes such as data analytics, AI, and blockchain, which allow the collection, analysis, and disclosure of vast amounts of detailed personal information. Moreover, global political cooperation has been encouraged by a series of data leaks from tax havens, which have heightened public anxiety that undue revenue losses are resulting from (legal but non-compliant) aggressive international tax avoidance and (criminal) offshore tax evasion. A corresponding worry is that these concerns, in an era of growing income inequality wherein many people believe that the system is rigged in favour of the wealthy and powerful, may delegitimize democratic practices.
L IB E R T Y A N D P R I VA C Y IN T E R E S T S
In what follows, I review concerns about taxpayers' liberty, privacy, confidentiality, and other interests, and I provide an overview of related legal protections. I also show how the legal framework that is emerging to protect these interests does not provide sufficient safeguards.
Taxation and Liberty
Before proceeding to discuss specific taxpayers' rights, such as privacy, let us step back and consider the broader liberty interests that are at stake when a government exercises its monopoly on the coercive power to extract a portion of a taxpayer's income or assets. Historically, tax developments helped define the relationship (2019) 67:4
between the state and the individual. In some countries, these developments provided the basis for later claims regarding the need to protect taxpayer privacy, lawyer-client confidentiality, commercial and trade secrecy, and other interests. The relationship between tax policy and the state is ancient, of course. Over 2,000 years ago, Herodotus traced the influence of Ancient Egyptian tax policies on Ancient Greece. In the Anglo-American context, the development of tax policy has been influenced by (1) a historical pattern of reaction against taxation and (2) the norms underlying the political philosophy of liberalism, which is the basis of modern democracies.
The year 1066, in which the Normans conquered England and slew the last Anglo-Saxon king, Harold II, marked a clear turning point in the Anglo world. The new king, William the Conqueror, immediately embarked on cruel tax policies in governing his Anglo-Saxon subjects. The English lords were required, for the first time, to record their names, property holdings, property yields, and other details as tax records within the Domesday ("doomsday," in modern English) Book, which served as a final judgment of tax liabilities from which no appeal was available. From that point on, tax inspectors would scrutinize a lord's property and farm yields to ensure that he was paying the appropriate amount of tax. These tax measures threatened to stir rebellion, which was averted only by William's death and by the laws introduced by his younger brother, Henry I-in particular, the precedentsetting Charter of Liberties (1100) and Grant of Tax Liberties to London (1133). 26 Subsequent English conflicts over taxation similarly resulted in new tax laws that provided for procedural protections against oppressive taxation measures-perhaps the most famous being the conflict between the country's overtaxed barons and King John that led to the signing of the Magna Carta in 1215. Over centuries, these tax debates influenced the development of norms regarding taxation, such as the view of 17th-century philosopher John Locke that every individual is entitled to keep the fruits of his or her labour and that the only acceptable and moral political system is one in which the people consent to government regulation and the taxation of their properties. 27 The prevalence of such views, along with tax disputes between King George III and American colonists, played an important role in the founding of the United States, in 1776, as the modern world's first democracy (though one must keep in mind that the franchise was initially extended only to white, male property owners).
As a result of these developments, the state's coercive power to tax has generally been considered a necessary albeit sensitive political element of liberal democracies. Many democracies now have a rigorous rule of law, along with a variety of taxpayer protections. The tension between liberty and taxation is more acute in autocratic sharing tax information in the 21st century n 1189 regimes, whose residents often transfer monies offshore to protect them against improper seizure by their home governments. Such claims to liberty call for legal protections, such as a withholding tax in lieu of EOI, when the claims are made by individuals who need anonymous global investments in order to protect the security of their own persons (along with the security of family members) against arbitrary state action. Moreover, the Lockean "natural rights" view later developed into human rights claims to the protection of an individual's privacy, which, in turn, became the foundation for later claims to taxpayer privacy-a topic to which I now turn.
Taxpayer Privacy
Owing, in part, to historical developments and to fears about tax agents breaking into homes to seize tax payments, taxpayer information (along with financial information) has traditionally been considered one of the most sensitive areas of privacy. 28 Tax information may include detailed personal information about an individual's identity and behaviour. (For example, tax return information can include information about, among other things, an individual's income, dependents, health and disability status, and political donations.) In addition, tax information about income can generate security concerns (for example, the children of the wealthy may be kidnapped), public envy, and political reprisals.
Deploying the technological developments noted above, governments amass ever greater amounts of detailed personal information on individuals in order to protect against the risk of criminal tax evasion and non-compliant tax avoidance. 29 To the same end, they also collect non-tax personal data. For example, the Australian government cross-indexes a taxpayer's insurance premiums against his or her income in order to analyze risks, and the Greek government has flown helicopters over personal residences in order to better assess taxpayers' true wealth. These efforts may be effective, but they give rise to increased privacy concerns.
The increase in the collection and cross-border sharing of taxpayers' big data raises concerns, including concerns that transferred information (1) will not be protected to the extent provided by the law of the transferring country; (2) may be misused for political purposes, such as helping domestic companies compete against foreign competitors; (3) may be misused to sanction taxpayers for political reasons, which could lead to human rights violations; 30 (4) may be illegally accessed or altered (2019) 67:4 by third parties; and (5) may be inaccurate, which could lead to foreign investigations that target innocent taxpayers. These are serious concerns, of course. Yet the near-anonymity that the current global financial regime affords global financial transactions and investments is problematic. 31 The main beneficiaries of this lack of transparency are large multinational corporations, ultra-high-net-worth individuals (typically defined as individuals with at least $50 million in assets), and individuals engaged in global financial crimes such as offshore tax evasion, international money laundering, and terrorist financing. The main losers are average citizens, whose governments sustain losses in tax revenue because of aggressive international tax avoidance and offshore tax evasion. This state of affairs, in turn, encourages the view that the global financial system is rigged in favour of the wealthy and powerful (as discussed above). Situations where cross-border tax laws and financial privacy laws are used to frustrate the interests of average citizens call for a nuanced legal analysis of distributive justice concerns (as I have discussed elsewhere). 32
Confidentiality and Trade Secrets
The privacy rights of corporate taxpayers have attracted less attention from academics and policy makers than have individual taxpayer rights. This is partly because substantive privacy rights are generally associated with individuals. The nature of these privacy rights arises from the potential for intimate harm (for example, kidnapping) created by the disclosure of an individual's personal information. Such concerns are less evident in the case of corporate taxpayers. 33 Notwithstanding the relative lack of emphasis on corporate privacy rights, it is clear that taxpayer confidentiality and trade secrecy remain important and valid privacy concerns for multinational enterprises. 34 Under article 26(2) of the OECD model tax treaty, 35 tax authorities must maintain the confidentiality of tax information that they receive. Under the general approach, disclosure of such information is limited to persons or authorities involved in the assessment, collection, enforcement, prosecution, and determination of appeals. Pursuant to paragraph 19.2 of the OECD commentary on article 26, a trade or business secret is "generally understood to mean facts and circumstances that are of considerable economic importance and 31 sharing tax information in the 21st century n 1191 that can be exploited practically and the unauthorised use of which may lead to serious damage (e.g., may lead to severe financial hardship)." 36 The revelation of a commercial or trade secret could harm the ability of a multinational enterprise to compete effectively in the marketplace, which could reduce national and global welfare. For example, if a firm fears the revelation of an important intellectual property right, it may be reluctant to transfer this resource via a licensing agreement with a related foreign affiliate, which could ultimately interfere with the efficient allocation of resources throughout the global economy. Importantly, none of the financial information mandated by CBCR would constitute confidential information (for example, trade secrets, business secrets, or other secrets) as defined by the OECD within the commentary to its model tax treaty. 37
Problems with the Existing Legal Framework
A complex patchwork of domestic laws, constitutional protections, bilateral tax treaties, and multilateral treaties governs and protects privacy and other taxpayer interests. First, governments pass domestic tax laws that prohibit unauthorized access to, or transfer of, taxpayer information. 38 Non-tax domestic laws, such as corporate laws, often allow the identity of the true (or beneficial) owners of business entities to remain hidden.
Second, certain countries (such as Canada and the United States) have additional constitutional protections (such as prohibitions against unreasonable government searches, which include investigations of taxpayer information). In this context, the Supreme Court of Canada has emphasized the importance of protecting individuals' personal information, repeatedly recognizing the right to privacy as a fundamental human right aimed at protecting the dignity, autonomy, integrity, and security of individuals. 39 In the broader context, certain provisions of the European Union (EU) Convention on Human Rights offer similar human rights protections against governments' abusive access to, use, or disclosure of tax information. 40 are also provided by the United Nations (UN), including in recent documents that try to inhibit the privacy harms caused by governments' mass surveillance of very particular personal data (data that do not specifically reference tax matters). 41 The increased linkage between human rights and the protection of taxpayer data demonstrates the need for data protection laws and policies to protect the taxpayer as a data subject (see below). Third, bilateral tax treaties typically provide for a series of protections for privacy and commercial confidentiality (generally based on article 26 of the OECD model tax treaty). Commercial and trade secrets are thus protected by both domestic rules and tax treaty rules. Domestic tax laws provide for the maintenance of confidentiality with respect to any non-public tax information, including commercial and trade secrets. Tax treaties generally contain a provision that lets the tax authority of one country request tax information from the tax authority of another country, mainly to assist with audits. Under the general rule in article 26(3)(c) of the OECD model tax treaty, a government can deny an information request on the basis that the request violates the taxpayer's right to maintain commercial and trade secrecy. In the FATCA context, the bilateral IGAs between the United States and other countries offer additional protections.
Fourth, multilateral agreements increasingly bind participating countries to privacy protections. For example, under the CBCR reforms (discussed above), governments must agree to provide and enforce legal protections for the confidentiality of reported information that are equivalent to the protections provided under an income tax treaty or other EOI agreement. 42 Further, the automatic transmission of CBCR information is limited to those countries that satisfy these requirements. Regional agreements also exist, such as the EU Directive on Administrative Cooperation, which was extended in 2014 to include automatic EOI among member states.
Although the global tax framework for EOI is currently evolving, a number of observers have suggested that this regime still provides insufficient legal protections Human Rights; Clement Endresen, "Taxation and the European Convention for the Protection of Human Rights: Substantive Issues" (2017) 45:8/9 Intertax 508-26, discussing how the convention does not normally apply to substantive tax issues-appropriately, given the national sovereignty concerns. But see Sommer v. Germany, no. 73607/13 (April 27, 2017) (ECHR), holding that the German government's search of a lawyer's financial information records violated article 8 of the Convention. 41 United Nations, General Assembly, "Universal Declaration of Human Rights," resolution 217A, December 10, 1948. In December 2013, the UN General Assembly adopted resolution 68/167, which expressed concern over the negative impact that the surveillance and interception of communications may have on human rights. While the resolution focused on mass surveillance techniques, it would also apply to the possible misuse of bulk tax information exchanged across borders. See United Nations, General Assembly, "Resolution Adopted by the General Assembly on 18 sharing tax information in the 21st century n 1193 for taxpayer privacy and other rights. 43 First, elements of the current regime, such as FATCA, do not operate on a reciprocal basis; the privacy protections go only one way. Second, the existence of so many different domestic and now international agreements gives rise to "legal gaps," which occur when particular countries have not signed onto measures to protect taxpayer interests in ways that are required by transferring countries. Third, the enforcement of EOI measures is significantly uneven, which can lead to concerns that transferred tax information will be used for improper, illegal, or abusive purposes. Fourth, many countries have financial secrecy laws that mask the true identities of owners of cross-border investments made by wealthy or criminal taxpayers, leaving less well-resourced taxpayers at the mercy of the uneven legal regime.
Summary
In the modern world, countries' tax systems are inextricably interwoven with normative views of justice and of the appropriate relationship between citizen and state. In many countries, the government's power to take away a portion of the fruits of one's labours (along with unearned wealth accumulated via gifts and bequests) is attenuated by legal and constitutional protections for privacy rights, commercial confidentiality, and trade secrets. Individuals who are dealing with autocratic governments-living in countries where taxpayers' personal information is more at risk of being improperly accessed, used, and disclosed-rely on the current global environment of fiscal opacity to protect their taxpayer rights when they transfer monies offshore. The problem with this environment is that governments worldwide, including liberal ones in which the rule of law is robust, generally know little to nothing about their residents' foreign-based assets or income.
To inhibit revenue losses associated with offshore tax evasion and aggressive international tax avoidance, governments have initiated new EOI measures such as FATCA, CRS, and CBCR. Critics of these initiatives note that the legal framework currently emerging to protect taxpayer privacy and other rights suffers from a number of deficiencies that could be addressed through better laws and policies. I discuss such laws and policies in the next part of this paper. 
O P T IM A L R E FO R M S
Two discrete but related elements are involved in effective cross-border exchanges of tax and financial information. 44 First, the legal regime for such exchanges needs to be efficient, in the sense that it should promote low costs for taxpayer compliance and low costs for administration by tax authorities. Second, the exchange should be fair, in the sense that any information transferred is afforded a requisite level of protection for privacy and other rights (normally equivalent to the legal protections set out in a country's domestic law). The two elements-efficiency and fairnessare related in the sense that governments will be reluctant to engage with other countries in exchanges of big tax data (or to implement existing agreements in a meaningful way) unless they have legal assurances that the rights of their taxpayers will not be violated. In the remainder of this paper, building on the views of Tim Edgar, I discuss how to achieve an appropriate balance between taxpayers' privacy concerns and tax authorities' need to access foreign-based taxpayer information.
On the Need for Coordinated Responses
When should governments cooperate for the purposes of international tax policy? Tim Edgar examined this issue in a variety of contexts. In particular, a 2003 article by Edgar titled "Corporate Income Tax Coordination as a Response to International Tax Competition and International Tax Arbitrage" focused on optimal forms of cooperation, including limited coordination among governments, as a response to vexing challenges posed by tax competition and tax arbitrage. 45 Elaborating on his seminal contribution to the taxation of financial instruments, 46 Edgar noted that competition and arbitrage pose similar problems: both challenges can be defined in terms of the identification, by taxpayers, of the perfect or near-perfect substitutability of a lower-taxed transaction for a higher-taxed transaction. For both competition and arbitrage, according to Edgar, taxpayers seek out the most lenient tax system-the one that provides for reduced levels of taxation for a given tax base. In essence, Edgar claimed that some limited coordination among governments with respect to tax base issues could inhibit the harmful effects of 44 For a more detailed discussion, see Arthur J. Cockfield sharing tax information in the 21st century n 1195 competition. 47 That is, by agreeing to remove tax incentives associated with different tax bases, governments could cooperate in removing tax incentives for the migration of capital and (to a lesser extent) of labour. Similarly, governments should coordinate in the exchange of tax information in order to identify how taxpayers are engaged in tax planning that involves seeking out regimes that enable the substitution of a lower-taxed transaction for a highertaxed transaction. CBCR would appear to be a straightforward response to this challenge. For affected taxpayers, this new regime would allow tax authorities to better understand whether tax payments in foreign countries have driven aggressive international tax planning. This type of tax reporting helps tax authorities meet the challenge of information asymmetry, whereby the taxpayer knows exactly what sorts of tax payments it makes around the world whereas the tax authority generally knows only what it is told by the taxpayer. The cross-border exchange of tax information is often a starting point for the kind of tax coordination that Edgar envisions.
The situation differs with respect to criminal behaviour. In a sense, criminal tax evaders substitute a more leniently regulated country for their residence country, where they have committed a crime. A criminal who shifts monies out of his or her country for the purposes of tax evasion will be subject to the same tax burden no matter what the foreign tax base or rate may be (assuming that his or her activity is discovered and a tax liability is assessed by the residence country). Approximating tax bases will not discourage such activity (although, in theory, the harmonization of tax rates across all nations could remove some of the incentives to shift illegal income abroad); criminals launder their monies in zero-tax jurisdictions so that the seemingly legitimate monies will not be subject to tax. What is required is a system of government coordination to help ferret out the criminals.
The following discussion provides an overview of such a system, whereby governments cooperate to inhibit resident criminals from identifying countries more leniently regulated than their own and shifting their capital to them. As per Edgar, the system focuses on limiting governments' coordination to the greatest extent possible in order to promote political feasibility. However, Edgar himself might protest that the system I propose, unlike his own prescriptions, requires an unrealistic level of political cooperation.
Multilateral Taxpayer Bill of Rights
As has been discussed in detail elsewhere, 48 governments should consider adopting a broad, multilateral taxpayer bill of rights that would provide assurances to participating countries that any tax or financial information that they transfer will be 47 Edgar, supra note 2, at 1157-58. accorded some minimum level of legal protection. Such a global agreement would address the concerns noted above, such as the legal gaps that result from the application of inconsistent bilateral and regional legal protections. This global agreement could also implement data protection laws and policies in recognition of the fact that, given the current technological and political trends (set out above) and given the critical role of taxpayer liberty and privacy in the context of human rights, a taxpayer today is increasingly viewed as a data subject. Accordingly, the agreement could emphasize widely accepted fair information practices (including requirements in respect of notice, consent, access, the specification of collection purpose, and the accuracy and security of data) that would seek to proactively protect the interests of data subjects. These practices were initially developed by the OECD in 1980, and they are reflected in (1) the EU's General Data Protection Regulation, (2) the privacy laws of countries such as Canada (via the Personal Information Protection and Electronic Documents Act), 49 and (3) the administrative guidelines of nations such as the United States (via the Federal Trade Commission's data privacy guidelines).
These fair information practices are used to smooth over conflicts that arise from the interaction of different national privacy laws when personal information is transferred across borders. These practices were recently used in the 2016 EU-US Privacy Shield, which is designed to protect the privacy rights of individuals when their personal data are transferred from European companies to US ones. 50 Given the changes in technology and the enhanced EOI efforts, building fair information practices into an international agreement would mean that taxpayers-specifically, those individuals who are subjected to personal information collection techniques from businesses and other entities-would be treated in the same way as data subjects.
Withholding Tax for Non-Cooperative States
As briefly discussed above, a cross-border withholding tax on global investments could help tax authorities enforce their tax laws and protect the liberty and privacy interests of taxpayers who reside in autocratic regimes. 50 Under this agreement, the United States provided the EU with binding assurances that the US government authorities' accessing of transferred personal information for national security purposes will be subject to clear limitations, safeguards, and oversight mechanisms. In addition, EU citizens are offered a mechanism by which to seek redress if their rights appear to be violated, and an annual joint review will monitor the implementation of the commitments. See European Commission, Guide to the EU-U.S. Privacy Shield 9-19 (2016). See European Commission, "European Commission Launches EU-U.S. Privacy Shield: Stronger Protection for Transatlantic Data Flows," Press Release, July 12, 2016 (https://europa.eu/rapid/ press-release_IP-16-2461_en.htm).
sharing tax information in the 21st century n 1197 A challenge to be addressed, as the new EOI initiatives gain steam, is that certain countries are either refusing to participate in the initiatives or signing onto them but not cooperating in their implementation in a meaningful way. As Avi-Yonah has discussed, as long as there is one non-participating or non-cooperating country, undisclosed investment monies can flow to this outlier. 51 Avi-Yonah's proposed solution resembles the now-defunct EU Savings Directive in that it prescribes (1) the automatic exchange of information about non-resident portfolio interest payments; or (2) that if EOI does not occur, the country where the investment takes place taxes the interest and sends the bulk of the resulting tax revenues to the residence country. 52 Accordingly, this EOI measure ensures tax payment via withholding tax or provides the government with another source of financial information to compare with the taxpayer's filings. Elsewhere, building on these views, I have outlined how tax authorities could use online technologies-an "extranet" shared by participating countries-in order to impose such a withholding tax. 53 As well as promoting enforcement, this measure would serve to protect taxpayers' liberty and privacy interests. Taxpayers that reside in countries with autocratic governments and weak rules of law, or that deal with such governments, may not trust these governments to protect their privacy and other rights. Such taxpayers could choose a country with a non-participating or non-cooperative government as the base for their global investments, such that their cross-border investments would be subject to the withholding tax.
Global Financial Registry
A major challenge to the EOI initiatives is that governments often cannot identify the ultimate (or beneficial) owners of cross-border investments because corporate laws provide ownership anonymity (by permitting business entities to own investments without disclosing the true owners of these entities). To address this problem, academics and governments have discussed the need for financial registries that mandate the disclosure of the beneficial owners of business entities (such as corporations) and of legal entities (such as trusts and foundations). 54 A fully searchable public financial registry, which some governments and commentators espouse, would be highly problematic because it would intrude excessively on taxpayer privacy rights and could inhibit global capital flows, reducing
